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ABSTRACT

Cryptographic algorithms are being standardized globally, and the security of cryptographic algorithms has been well
proven. However, there is a need for an improved verification method to verify that the existing verification method is
correctly implemented according to the standard, because there is a weakness in implementation and it can cause serious
damage. Therefore, in this paper, we selected ARIA and LEA to be verified among 128-bit or more block cipher modules
performed by the National Intelligence Service, and propose a method to verify whether it is implemented correctly using
Cryptol for high-assurance cryptographic module.

Keywords: formal, verification, cryptography, cryptol, saw

.M B2 Standard)e} fARF FRE 7B dzelEd
SEEDE F& AH&-slsitt. DES= 640 E Zole]
dnbqen s diA7] ks daelEs AREEE HZEE 56U E Holo] udF|E AMSle &
£ PC3H4 Al2"lelx+= DES(Data Encryption ots odwE]Zolt}, wdt SEEDE Ax A,

%, T4 BAl Sl AAARE R332
YA 5/ (KISA, Korea Internet
Security Agency)ellA A|#EE B2 43 g

Received(09. 29. 2017), Modified(01. 02. 2018),
Accepted(01. 29. 2018)

EROrEL'ﬂLIHN

* R e AR Y A BB |2 SAlE] o et Z5% SEED 1282 199940l AR EAIHA 5
CTRFAIE 34 Aol 973302 +o51208" (1T 20054e] FA %F3k 7174 ISO/IEC A 22
P-2017-2015-0-00403) - _— -

t F2]7}, bindon@hanmir.com s, IETF EFo2 AA=EGoH 20099 =

¥ WA=}, skim71@korea.ac.kr(Corresponding author) drelE 344 73tE 98] SEED 2565 7s}



54 Cryptol& o4& = %F &=

gz mE Abs 43 A5

et

3 IoT(Internet of Things, AHEE )
oz pPCell wls Al AN Falsle
AWt = 717158 ARgol F7hgtel w7 2 &
Gl v]go] AHer wol] 83 SEEDHET=
st=gle] Aol AakE Ak 3ol Fae F
A3stEl ots mEe| HAsH =k

7 EAANA FelEle dE RE S oAt

'

A 128H]E eolakel  BE tE duEEe
ARIA(Academy Research Institute
Agency), LEA(Lightweight  Encryption

Algorithm)~} gief.

ARIAE =7P|3 2 3-37|3e] HRHS A%
73] HelA whEA] st Fgntelol 3}
TE|EoR A 3 4 o] FHES 4
3} Involutional SPN +x&% zZ+= d
93 daE]Foltt. LEAE Wulo]E,
a4 37 g mnlely|riel 3

A

1_,

Ho ofo St r o
I te b 1l

oft J

oA 71EAE AFst .
wet s dae|ES 7 dE BES AN

7] A= wteA] AFe] Hadtd, 7]E W g

%" TLS(Transport Layer Security) =

SSL(Secure Sockets Layer)s £E412 13
g OpenSSLe| 7% 20144 49l whA= 34t
9] #epdel CVE-2014-0160 Heartbleed(1)7}
EAstd oL, AA Al E 3] §A Ale]E<l Alexa
o A9 1007 Afe]lEE elgk A3 44709 Apo]
E7} 2kt OpenSSLe| #AE AME3laL e A
o2 yepyrt o|E &Z23l7] $13] OpenSSLe &
ot AAE AT od dAA T AHE F=P5HA]
U Al EL EAl8taL glt. o]} Fre] FHzef A
3 TR Zeodle] & IS dodl 4 9less
AEla, o]F HzZol Flshr] $s
WAl BEE P FHd=A

712 HAE WEE o83 HE Hhye] A%
2 gl digk Akl &8 k& shalske S

43l iy o2 7|7 et HAHKnown Answer
Test), s &5 dAA AHMulti-block

o,

Message Test), &8 7152 ZAHMonte Carlo
Test) 2] Al 712 Ao FAH e}

717 wel HAARE ARIA fae|E9] AlF AL

I AEsiA FEd=A Belshe AARA HE
022 A3y 715 WA HiEE 33
Variable Key ¥4, 7|15 022 wA3ly H+
W33t H~EE 85 Variable Text W
715 02 zAsa
& S-box7t AAAL
33l S-box HWHAe] 3l
oz 7+ 9greel 7] Ho|H=Z Variable
Key 1287, Variable Text 12871, S-box 207}
= {3 F 276709 H2E Ao~ T ASE
Fefghe}.

ts B5 vAA] a7 dAA Y] gksste}

> o rr o @

MZ )y od _1

%5542 enl Sadalgln] Fald) e A
AN B2E weld). o] HAEE @ Bael
Hur} ohe HEe Q5HOE AL vIALAE
e}, FFALYAFLAAAE 7 Ldmes] 7]
Aoz wAA] $Ee] 277} xRk
138 107p0)8] % 55850 HAE AolaE E

o|~% o] g3k W 1280 ES) A4 FE, 7], IV
o] wE Ao 2PN Aol F F
|

<t

-

N (

RN
o

f
o
N
o

N
m
)
)
°
:M:",
ofl
ok
>
O
2
fe e
s
®
o

fu ofd

5

2A7b okelH o w A olzfdt A1F W
A 5 ik sAnE Al ASrE e 4t
2 Ap2Ae Fsls AL AR B
3, FeAE o]F v EeAHow APslr] 915t
H2E wE e} ApRALE 918 =7 st A
Sk AF(2)7F A&l A= o FEAQ
FAALS AT 5 e

aYER B =iedde v gAY G dae
XF ARIA 2 LEAE A U=z 7|& 4
e FAAES HAE] $18l Cryptols ol

& AY AF U s Bx: 7Y =

gl

o1r [o

N
I
o %

32 lo fr N 2

ofo o[\

e



A B 153 =A] (2018, 2) 55

(Reference Implementation Model)< A3}
aAb g} o] A whE 7129 AszAb) 27
Silths EAIE A flEl, 4 @ &9
el gele]  opd, 7]E A3 (Symbolic
Execution)& 43l A4 W&3 SodapA =
T4 =HoleA sk XA HAHEquivalence
Check) & S8dh}. =3 #1ZF A Fdslo} she

UEE AlF3}

:

71E Alzde] S $EPt AMse daF o
(Informal Language)® "AsIFA" 4 <
2 7lE" AzEe A ASe] skl o
o] 1987l AbgAlel 2 AlsA 2|7} FA<l 7]
Al2=®E A3 ol (Formal Language) 2 WA
T =% LUSTRE(3]) o1& AlAslsdct

s LUSTRE dlele 5714 Alzwls 94
317 §1gk HAor AFEH] wied s A
S = glodrh o]F 2003l LUSTREE 7]
e 2 wAgE A2HlS SAH S E AFRAME $23)
3 4 9lE= ©7< SCADE(4)7} 7Hateglont A
FEARE AR A7 WE A 2ES ASI] &
7V 3kl

olglgt FAMES WAyl fl&l 20034l
SAT/SMT 7|4ke] 715 AsYE o] 83l 7|59 &
AgE FHT F v AL AAE AR 53
8= Cryptol(5)e] 7Hat=]glc}.

g 2EY AY AFE FAdE =7
Cryptol= NSA(National Security Agency)<}
GaloisAPt 2 dae]Fe] HAE $& 38 %25
o2 F% Aslgdr SAL o33 2
Al (Specification), & (Implementation),
(Verification), 1%(Certification) 7zt
o A& S1F =7 AlF
2|8k lo](Domain-Specific Language)

F3 AAA) w2 aEY R4S
o E_%

AR ket 3o A48 s
AREE H8-e] Had)
* BSD(Berkeley Software Distribution) =}

o]l 3FE el upe} ©FE AAF w|E

o
X

e > He 2

7

= 3 o)y
2.

i)
et}

o ko

ot

b

S

me o R o of

PR S
i A
iy
2
o

.
ofL
=
2

GaloisAk= Cryptol¥} SAW(Software
Analysis Workbench)& °|-83ld NSA<9} 3
AES(Advanced Encryption Standard) &3
ot%,  SHA(Secure Hash  Algorithm),
ECDSA(Elliptic Curve Digital Signature
Algorithm) 3 2ES AFsS B7E oz}
Amazon § AB|2ex] AA AlLEI glE s2n
SSL/TLS  =he]H#e]®]  HMAC(Hash-based
Message Authentication Code) ZES 7=}
R, duk ARgALEe] Wol AMgsl= ghe]Belz]al
libgerypt, Bouncy Castled 71Z3}5itH(6-8).

=g  GaloisAl=  Pl5F DARPA(Defense
Advanced Research Projects Agency)?
HACMS(High Assurance Cyber Military
Systems) =Zza#S smkesd 3418 (High
Assurance) CPS(Cyber-Physical System)&
AR FE3] 9% AFE sk loh(9).

. &

ol
rlot
0x
.
Hi

3.1 4

ol
[}
2

Fig 1& b5 BE9 AF AAE el

%% HA4(Reference Document) @ ¢t &

EL 9 FoA] wiEslE AV RES FAsw, 3

Z 73 29 g3 FZ=(Wrapping Code), SAW
= AA FHslel 3 7 xd Z

_E Reference : erﬁﬂtgglﬁshic :
Document : H W
1

Wrapping Code
(*.0)

Reference

Implementation Implementation

Model
(clang, *.bc)

Model
(cryptol, *.cry)

SAW Script

(*.saw)

AlG(*.aig)

AlG(*.aig)

Equivalence Check

Fig. 1. Cryptography Module Verification Process
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/f 5.3 stretch key
/f 5.3.1 initialize
/f 5.3.2 generate round key
generateEncKey : [128] -» [13][128]
generateEncKey masterkKey = [ekl, ek2, ek3, ek4, ek5, ek&, ek7,
ek, ek9, ekle, ekll, ekl2, ek13]
where

wi = masterkey

wl = oddFunction({w@, ck @ &) ~ zero : [125]
w2 = evenFunction(wl, ck @ 1) ~ wa
w3 = oddFunction(w2, ck @ 2) ~ wl
ekl = (w@) ~ (Wl »»> 19)

ek2 = (wl) o (w2 x> 19)

ek3 = (w2) o (w3 err 19)
ekd = (w@ »>»> 19) ~ (w3)

ek5 = (w@) A (wl P> 21)

ek = (wl) A (w2 »»> 31)

ek? = (w2) A (w3 x> 31)

ek8 = (w@ >»>> 31) ~ (w3)

ekd = (w@) ~ (Wl <<< 61)
ekld = (wl) ~ (w2 <<< 61)
ekll = (w2) ~ (w3 <<< 61)
ekl2 = (wB <<< 61) * (w3)

ekl3 = (wa) A (wl <<< 31)

Fig. 2. Key Generation in Reference Model

/¢ encrypt plaintext

// in @ plaintext, key

/f out : ciphertext

encrypt : ([128], [128]) -» [128]
encrypt (plainText, key) = cipherText

where

ek = generateEncKey(key)

rl = oddFunction (plainText, ek @ @ )
r2 = evenFunction(rl, ek @ 1)
r3 = oddFunction (r2, ek @ 2 )
r4 = evenFunction(r3, ek @ 3 )
r5 = oddFunction (r4, ek @ 4 )
r6 = ewvenFunction(rs, ek @ 5 )
r7 = oddFunction (rs&, ek @ &5 )
r8 = evenFunction(r7, ek @ 7 )
r9 = oddFunction (rs, ek @ & )
rl@ = evenFunction(rg, ek @ & )
rll = ocddFunction (ri@, ek @ 19)

cipherText = finalFunction (rll, ek @ 1I, ek @ 12)

Fig. 3. Encryption in Reference Model
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import "../ARTA.cry™;

let {{
ariaExtract x = encrypt (plainText, key)
where [plainText, key] = split x

115

print "[+] Loading ARIA Implementation Model";
aria_imp <- time (load_aig "ARIA_imp.aig");

print "[+] Writing reference AIG";
time (write_aig "../ARIA_ref.aig" {{ ariaExtract }});

print "[+] Loading ARIA Reference Implementation Model";
aria_ref <- time (bitblast {{ ariaExtract }});

print "[*] Checking Equivalence (may take about an hour): ";
res <- time (cec aria_imp aria_ref);

print res;

#include "ARIA.h"
#include <sym-api.h>

// call cryptographic module
vold encrypt(
unsigned char *plainText,
unsigned char *cipherText,
unslgﬂad char *key) {
/f initialize parameter
unsigned char rk[16*17];
int r = EncKeySetup(key, rk, 128);

/{ call encrypt() function
Crypt({plainText, r, rk, cipherText);

¥

int main() {
/f definiti

(16 bytes), key(16 bytes)

unsigned char *plainText = lss_gfresh_array_uint8(16, @,
unsigned char *key = lss_fresh_orray_uint&(16, 8, H
unsigned char *cipherText = malloc(l6 * sizeof(unsigned char)),

// call cryptographic medule
encrypt(plainText, cipherText, key);

/ write result to AIG file
Lss write alger arrgy_uints(cipherText, 16, "ARIA_imp.aig™);

return &;

Fig. 5. SAW script implementation
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3.5 SAW A3EE =M

1o

24 713,* =3 T?’“U}ﬂ Hoﬂf‘iL SAW A3 E
E

CLANG=clang

LLVM_LINK=11vm-1link

SAk=zaw

L55=1ss

CFLAG=-emit-11vm
LLW_VERIFIER=/home/bindon/cryptol/llvm-verifier/sym-api

OBJ5=ARIA_core.o ARIA wrap.o
all: verify

ARIA core.o: ARIA core.c
flecho "[+] Compile $<"
@$(CLANG) $(CFLAG) -0 $@ -c $<

ARIA wrap.o: ARIA wrap.c
flecho "[+] Compile $<"
@$(CLANG) $(CFLAG) -I${LLVM _VERIFIER} -o $@ -c $<

ARIA imp.bc: $(0BJS)
flecho "[+] Linking $@"
@F(LLVM_LINK) -0 $@ $~

Fig. 6. Makefile for automation of verification
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bindon@creator:~/cryptolfworkspace/ARIA/KISA-32bit$ make

+] Compile ARIA_core.c

+] Compile ARIA_wrap.c

+] Linking ARIA_imp.bc

+] Generate AIG File: ARIA_imp.aig

lobtained concrete return value from main(): @

19.71user 0.18system 0:23.38elapsed 85%CPU (Oavgtext+Bavgdata 91628maxresident)k
448401nputs+148Boutputs (198major+18465minor)pagefaults OSwaps

[*] Formal Verification

Loading module Cryptol

Loading file "ARIA.saw"

Loading module ARIA

[+] Loading ARIA Implementation Model

Time: 0.220602s

[+] Writing reference AIG

Time: 2.03372s

[+] Loading ARIA Reference Implementation Model
Time: 1.983277s

[*] Checking Equivalence (may take about an hour):
Time: 2401.322766s

valid
bindon@creator:~/cryptol/workspace/ARIA/KISA-32bit$ D

Table 1. Result of verification

Module Name Error Equivalence
KISA 8bit ARIA X Valid
KISA 32bit ARIA X Valid

hi-hee ARIA (0] Partial Valid
minjeongJho ARIA (0] Partial Valid

KISA LEA X Valid

odzhan LEA X Valid

2 WA Bl AL aria.c FUeA HeolH
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void FE(UNCHAR output[15], const UNC
void FO(UNCHAR output[16], const UNC

void FE(UNCHAR output[15], const UNC
void FO{UNCHAR output[15], const UNC

void KeySchedule(
UNCHAR Roundkey[13][16],

void KeySchedule(
UNCHAR Roundkey[13][16],

= const UNCHAR key[16]); @ const UNCHAR key[16],
const char type);
void ARIAEncryption(UNCHAR C[16], cc void ARIAEncryption(UNCHAR C[16], co
void ARIADecryption(UNCHAR P[15], cc void ARIADecryption(UNCHAR P[16], co
#endif v #endif

void Readrile (UNCHAR KEY[276][16], UA void ReadFile(UNCHAR KEY[275][16], U
void MmtReadFile(UNCHAR KEY[10][16], void MmtReadFile(UNCHAR KEY[12][16],
void WriteFile(const UNCHAR CT[276][ void WriteFile(const UNCHAR CT[276][
void MmtWriteFile( void MmthriteFile(

=3 const UNCHAR CT[1e][161], @ const UNCHAR CT[10][162],

const UNCHAR TestCT[18][161],
const char® Filelame);

const UNCHAR TestCT[10][168],
const char* FileName);

Fig. 7. Equivalence Checking using Makefile

Fig. 8. Weakness in hi-hee crypto module
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Fig. 9. Weakness in minjeongJho crypto module
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